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ABSTRACT: Network traffic data is usually dynamic 
and massive.  A low complexity ML algorithm that can 
build an accurate classifier is necessary to fast-process 
the data and ensure that the classifier is continuously 
updated. The multi-classification task to classifier the 
network attacks into several categories adds more 
complexity in model building. Hence, in this paper, we 
investigate the performance of three Bayesian-based 
algorithms for network attack classification by using the 
public UNSW-NB15 dataset.  The hold-out evaluation 
method is applied since the dataset involves a large 
amount of data. Our experiment results show that AODE 
performs the best with an accuracy 84% with low training 
tim 
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1. INTRODUCTION 

 Network security is in a critical stage because most 
IoT systems developed without concerning security 
matters. Therefore, network attack classification by using 
machine learning is desirable to build a better defense 
system for network security [1]. There are two types of 
classification (binary or multi-class classification). 
Binary classification in a network system is to classify 
two classes, either the data in a computer network is 
normal or attack data. In contrast, multi-classification is 
a process to recognize and overcome classifying the 
network traffic into more than two classes. The classes 
might be the sub-category of attack data such as 
Reconnaissance, Worms, DoS Exploits, etc. A high 
complexity algorithm like deep learning has become 
popular for classification tasks. It has also been used for 
developing a network attack classifier model [2][3]. 
Classifying the attacks into many classes may 
significantly increase the complexity of model 
development since network traffic data is usually 
streaming, large, and frequently updated.  Bayesian-
based approaches generally require less complex training 
processes than deep learning [4]. Hence, they are well-

suited to handle the fast and streaming nature of network 
traffic [6]. Additionally, the Bayesian-based algorithm 
can be designed incrementally or online for fast learning 
the pattern of network data in a system.  

  
Hence, in this paper, we investigate the performance of 
three Bayesian-based algorithms for network attack 
detection. In addition to the basic Bayesian Network 
algorithm, two simplified Bayesian-based algorithms: 
Naive Bayes [4] and Averaged-One Dependence 
Estimator (AODE)[5]; were evaluated in this paper. 
 
2. METHODOLOGY 

This section explains the dataset and algorithms  
used in this paper. The procedure used in the 
development of network attack detection is also 
presented in this section. 
 
2.1 Dataset 

 UNSW-NB15 dataset is used in this current work 
because it represents the real normal and the synthetic 
network traffic [7]. Moreover, the UNSW-NB15 dataset 
consists a large number of data instances and features 
(257 673 instances with 44 features). 

This dataset is available in public and labeled. 
Therefore, the actual network traffic scenario can be 
investigated by implementing the multi-class 
classification consisting of ten classes, including normal 
and attacks data.  In this paper, no pre-processing and 
feature selection was performed to fairly evaluate the 
performance of the algorithms. 

 
2.2 Bayes Family Algorithms 
 

 A Bayesian Network is a model that conceals 
probabilistic connections among variably of concern. 
One of the methods in the Bayesian family is called 
Naive Bayes (a strong independent feature model). 
Attack detection in data streams of network traffic 
required algorithms that can perform online learning. 
Hence, simple Bayes algorithms solve the issues since 
the models develop well in updated the dynamic data. 
Specifically, the development of Naive Bayes is simple 
[4], and classification is accomplished in a direct time. 
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Hence, naive Bayes is suitable for anomaly detection due 
to large-scale data in a network. 

      Another algorithm in the Bayes family is the 
Averaged-One Dependence Estimator (AODE) 
algorithm [5]. AODE algorithm performs averaging over 
all of a small space of alternative Naive-Bayes-like 
models that have weaker (and hence less detrimental) 
independence assumptions than Naive Bayes. The 
resulting algorithm is computationally efficient while 
delivering highly accurate classification on many 
learning tasks. The AODE algorithm is suitable for 
network attack detection since it can handle a large 
dataset with high accuracy. It also can classify the data 
instances consisting of more than two classes and predict 
the class probabilities for each category present in a given 
dataset. Additionally, it has low variance.   
 
2.2 Bayesian-based Network Attack Detection 
Development 
 
Figure 1 shows the block diagram of Bayesian-based 
network attack detection system development. 
 

 
Figure 1 Bayesian-based Network Attack Detection 
Development Flow 
 
In our experiment, 257,673 samples in the dataset were 
used. We partitioned the dataset into train and test dataset 
by using hold-out approach where 66% of dataset was 
used for training and the rest for testing. The training data 
was used to develop the trained model and then the model 
was evaluated. 

                   
3. RESULT AND DISCUSSION 

The algorithms were implemented by using Weka -3.9.3 
on the laptop with 3.3 GHz Dual-Core Intel Core i5 and 
16 GB RAM. Table 1 shows the experimental results 
where we evaluated the accuracy and recorded the 
training time taken by each algorithm. The accuracy 
represents the number of correctly predicted attack class 
out of the total number of tests. 
 
Table 1 Experimental results comparing Naïve Bayes, AODE 

and Bayesian Net by using Tabu Search 

Algorithm 
Training Time 
(secs) 

 
Accuracy 

 
Naïve Bayes 

 
1.92 
 
 
 
 
 
 

 
        0.5167 
 
 
 

 
AODE 

 
22.12 

         
        0.8459 

Bayesian Net – Tabu 
Search 

 
75.5 

        
        0.7099 

 
4. CONCLUSION 

We have presented an experimental analysis of  
three Bayesian-based approaches: Naïve Bayes, AODE 
and Bayesian Network for network attack classification 
on UNSW-NB 15 dataset. The result shows that AODE 
algorithm performs the best among the evaluated 
algorithms with reasonable training time.  
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